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C_Al-l- TITLE: Spin-in research actions on cyber

TOPIC TITLE: Automation of security penetration tests (spin-in)
ERATION OF THE PROJECT: 36 months

#PE(S) OF ACTIVITIES: Generating knowledge, Integrating knowledge, Studies, Design
ETIMATED TOTAL COST: € 6,099,450.00

mXIMUM EU CONTRIBUTION : € 6,099,450.00

| SHORT DESCRIPTION OF THE PROJECT:

TRITON aims to overcome defence-specific obstacles associated to the automation of penetration tests,
and fully automate the pre- and post-pentesting process.

TRITON's vision is to overcome defence-specific obstacles associated to the automation of penetration tests,
and fully automate the pre- and post- pentesting process. It introduces the novel concept of Human-as-a-
Security-Sensor, letting the operators of the automated penetration testing solution to monitor the progress,
perform what-if analysis, predict future paths, and enforce controls through security policies. By building a
wide-ranging manifold of novel tools and strategies that enable next-generation ICT systems to perform
automated and Atrtificial Intelligence driven security assessments at massive scale.
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