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CALL TITLE: Research actions

;PIC TITLE: Ada'pting cyber situational awareness for evolving computing
— environments

DURATION OF THE PROJECT: 36

I

TYPE(S) OF ACTIVITIES: Studies, Integrating knowledge, Design, Generating knowledge
I

ESTIMATED TOTAL COST: € 9,985,956.50

I

MAXIMUM EU CONTRIBUTION : € 9,985,956.50

| SHORT DESCRIPTION OF THE PROJECT:

NEWSROOM will design an integrated Cyber Situational Awareness platform and study its
relevant aspects.

The main ambition of the NEWSROOM project is to overcome the current limitations of cyber situational
awareness (CSA), by studying all relevant CSA aspects, and designing an integrated CSA platform
combining data insights. In addition, collaborative intrusion detection for attack classification and
cyber threat intelligence (CTI) respecting military standards regarding information security and
confidentiality will also be taken into consideration. Finally, the project will identify relevant applicable
scenarios for CSA technologies in cyber defence, which will be validated in cyber range environments
to enable realistic conditions for testing CSA solutions, processes and training of military staff.
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